[Ipunoxenne N 2
K [Tucemy MunoOpHayku
ot 14.05.2018 Ne08-1184

NMHOOPMALMOHHASA NMAMATKA
AndA ObYYAIOLLKUXCA

C KaXIbIM T0OJIOM MOJIOACKH B MHTEPHETE CTAHOBUTHCS OOJIBIIE a MIKOJIBHUKH OJHH W3
CaMbIX aKTUBHBIX IOib30BaTenedl PyHera. Mexay TeM, NOMHUMO OTIPOMHOIO KOJUYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET W MpOoOJIeMbl. DTa MaMsTKa JO/HKHA MTOMOYb Tebe Oe30IacHo
HaxXOJUTHCS B CETH.

KOMI'Ibl'OTepH blé BUPYChbI

KoMmnbrorepHslii BUPYC - 3TO Pa3HOBHUIHOCTb KOMIIBIOTEPHBIX IPOrPaMM, OTIIMYUTEIBLHON
0COOEHHOCTBIO KOTOPOIl SBIsI€TCS CIIOCOOHOCTh K pasMHOXKEHHI0. B ponoiHeHue K 3TOMY,
BUPYCHl MOTYT TOBPEAWTh WM TIIOJIHOCTBIO YHUYTOXUTH Bce (ailibl ¥ JaHHEIE,
IOJKOHTPOJIbHBIE MOJIb30BATEI0, OT UMEHU KOTOPOIo OblIa 3allyllieHa 3apaKeHHas [porpamma,
a TaKXKe TMOBPEIUTh WM JIa)K€ YHUYTOXXUTH OINEPALMOHHYIO CHUCTEMYy CO BceMHu (aiimamu B
nesioM. B GonbIMHCTBE cilyyaeB pacpoCTPaHsIOTCS BUPYChI Uepe3 HHTEPHET.

MGTOIH)I 3aIl0UTHI OT BPCAOHOCHBIX IIPOrpaMm:

1. Mcnonb3yil COBpPEMEHHBIE OIEPALIMOHHBIE CUCTEMBI, UMEIOLIME CEPHE3HBI YPOBEHb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TlocrosHHO ycTaHaBnMBail mautu (LUQPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATUYECKH
YCTAQHABJIMBAIOTCS C ILEIbl0  J0pabOTKM MporpaMMmbl) M JApYyrue OOHOBJIEHUS CBOEH
ornepanroHHOM cuctembl. CkauMBail UX TOJIBKO ¢ O(pUIMaIbHOIO caifta pa3padorunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Pabotaii Ha cBOoeM KOMIIBKOTEPEC IOJ IIpaBaMU IIO0JIB30BATCIIA, @ HC aAMUHUCTPATOPA.
OTO HE IO03BOJUT 6OJ'II)HH/IHCTBy BPCAOHOCHBIX TIIpOTrpaMM HHCTANIMPOBATHECSA Ha TBOCM
MEPCOHAIBHOM KOMIIBIOTEPC,

4. Wcnonp3yil aHTUBUPYCHBIE MPOTpaMMHBIE MPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub pU3NUECKHil JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Vcnonp3yit BHEIIHWE HOCUTENN MH(pOpMAIUU, TaKue Kak (uemka, JUcK win dain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBaii KOMIbIOTEPHBIE (PAiiIbI, TOTyYEHHBIE U3 HEHAJIS)KHBIX UCTOYHUKOB. J{axe
Te (ailsibl, KOTOpbIE MPUCIIAT TBOW 3HAKOMBIH. Jlyullle yToUHM y HETo, OTIPAaBJISI JIU OH TeOe ux.

Cetun WI-FI

Wi-Fi - 370 He Bu Mepenaun JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Huaepnanjackas kommnaHus 3apeructpupoBania Opern "WECA", yto o0o3Hauano
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoaUTCS Kak "GecrpoBoIHas TOYHOCTH'".

Jlo Hamiero BpeMeHM Jouuia Jpyras aOOpeBuarypa, KOTOpas SIBJISETCS TaKOW ke



TexHosorueit. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAAPT
BhICHICH 3ByKoBOM TexHuku Hi-Fi, uTo B mepeBoie o3HauaeT "BrICOKAst TOUHOCTH'".

Ha, OecrmaTHBIA MHTEPHET-IOCTYH B Kade, OTEeNIX M a’ponopTax SBISETCS OTIWIHON
BO3MOXKHOCTBIO BBIX0JIa B MHTEPHET. HO MHOTHE 3KCIIEpPThl CYUTAIOT, YTO 0O0IIe0CcTyHHbBIe Wi-
Fi ceru He saBnsAroTCs O€30I1aCHBIMU.

CoBeTsl 110 6€301macHOCTH paboTHI B 001 0CTYTHBIX ceTsx Wi-fi:

1. He mepenaBaii cBoro nuuHyr0 uHpopManuio uepe3 odOmenoctymueie Wi-Fi cern.
PaboTast B HUX, jKeIaTenbHO HEe BBOJUTH ITAPOJIH JOCTYIIA, JOTHHBI U KaKhe-TO HOMEpa;

2. Vcnonp3yih 1 OOHOBISI aHTUBUPYCHBIE MporpamMmbl U Opanamayep. Tem caMbIM Thl
obe3onacuiib ceds OT 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnons3oBanmu Wi-Fi ortkmioun ¢ysxmuro "OOmmii goctyn K daitmam u
npuHtepam". JlanHas (yHKUMS 3aKphiTa MO YMOJYaHHIO, OJHAKO HEKOTOPBIE IMOJIb30BATEIH
AKTUBUPYIOT €€ JUIst y100CTBa HCIIOJIb30BaHMs B paboTe min yueoe;

4. He ucnonb3yit nyonuunsii WI-FI nns mepenaum JIWYHBIX AAHHBIX, HampuMep IS
BBIXOJa B COUMAIIBHBIE CETH WJIM B AJIEKTPOHHYIO IOUTY;

5. Wcnonb3yil Tonbko 3anuiieHHoe coenunenue yepes HTTPS, a mwe HTTP, T.e. npu
Habope BeO-aapeca BBoaM MMeHHO "https://";

6. B MobunsHoM Tenedone otkimroun ¢pynkuuio "llogkmouenue k Wi-Fi aBTomatuyecku".
He nomyckait aBTOMaTn4eckoro MmoAKIIoueHHs ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormnacusi.

CoumnanbHble ceTu

ConuanpHble CeTH aKTUBHO BXOJIAT B HAIlY KU3Hb, MHOTHE JIIOJIM pa0OTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3apeructpupoBaH MIULTHAp] YETOBEK, UTO SIBISETCS OIHOU
CeIbMOM BCEX JKUTENEeH TUTaHeThl. MHOrue MoJIb30BaTeIM HE MOHUMAIOT, 4YTO WHMOpMAaIus,
pa3MeIleHHas UMU B COIMANIbHBIX CETAX, MOXKET ObITh HalJleHa U MCIOJb30BaHa KeM YrOJHO, B
TOM YHCIIe HE 00s13aTeNbHO ¢ OJIaruMu HAMEPEHUSIMH.

OCHOBHBIEC COBETHI 10 0€30IIACHOCTH B COMMaJIbHBIX CCTAX:

1. Orpannup cnucok apys3eil. Y TeOs B Apy3bsX HE JOJDKHO OBbITh CIy4YalHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3amuiail cBo 4acTHYIO Ku3Hb. He yka3biBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JPYTYIO JUYHYI0O WHGOpMalMio0. 3JI0yMBIIUIEHHUKA MOTYT HCIIOJIb30BaTh JaKe
I/IH(i)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTEIIN IIJIAHUPYCTEC IMPOBECTH KAHUKYJIBI;

3. 3amumiail cBOIO pemyTaluio - IepPKU €€ B YUCTOTe U 3ajaBail cebe BOIpoc: XoTen Obl
ThI, YTOOBI APYTUE TOH30BATEIN BUICIH, YTO ThI 3arpyxkaemib? [logymaii, mpexae yeM 4To-To
OIMyOJIMKOBATh, HAMKCATH U 3aTPY3UTh;

4. Ecnu ThI TOBOPHIIB C JHOJBMH, KOTOPBIX HE 3HACIIb, HE MCIOJbB3Yl CBOE PEANbHOE UMS
U JIpYTYIO JIMYHYIO MH(OPMAITK: UM, MECTO KHUTEIbCTBA, MECTO y4eObl U IIpoUee;

5. U36eraii pasmemenus dotorpaduii B IHTepHETE, Iie Thl H300pakKeH HA MECTHOCTH, T10
KOTOPOW MOKHO OIIPEICTUTH TBOE MECTOMOJIOKEHNUE;



6. Ilpu peructpanuu B COIHMAIBLHON CETH HEOOXOIUMO HCIOJIB30BATh CIIOKHBIE MapoJH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. JAns conuanbHON CETH, MOYTHl U APYTHX CAMTOB HEOOXOJMMO HCIIOJIB30BaTh pa3HbIC
naposu. Toraa eciu Te0s B3J10OMAIOT, TO 3J0YMBIIUIEHHUKU MOIy4aT JOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

ANEeKTPOHHbIEe AeHbIM

DJNEeKTPOHHBIE JCHBIH - 3TO OYEeHb YIOOHBIA CHOCOO IUIaTe)KeH, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIC XOTST HOIYYUTh 3TU JICHBTH.

3JICKTpOHHBI€ JCHBI'M IIOABHJIMCH COBCEM HCAABHO WM HMMCHHO H3-3a O3TOIrO BO MHOTI'HUX
rocygapCTBax g0 CHUX IIOP HE NPOIHCAHO IIPO HUX B 3aKOHAaX.

B Poccun sxe oHM (YHKIMOHHPYIOT U O HUX Y)K€ MPOIHUCAHO B 3aKOHE, I/I€ UX Pa3JACISIOT
Ha HECKOJIbKO BHUJIOB - aHOHUMHBIC U HE AHOHUMHBIE. Pa3HuIla B TOM, 4TO aHOHMMHBIE - 9TO T€, B
KOTOpBIX pa3peliaercss IMpPOBOAUTH oOmepauuu 0e3 HJIeHTU(UKALWUU [0J]b30BaTeNs, a B
HEaHOHMMHBIX MJIeHTU(UKALKS T0Ib30BATEIN ABISAETCS 0053aTEIbHOM.

Taxoke ciemyer pa3nuyarh 3JCKTPOHHBIE (HATHBIE NEHBIH (PaBHBI TOCYAapCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHBIE HE(HUATHBIE IEHbI'H (HE PaBHBI TOCYJApCTBEHHBIM BAIIIOTaM).

OcHOBHbIE COBETHI 110 0€3011acCHOM paboTe C INEKTPOHHBIMU JEHbIaMU:

1. TlpuBsku K cueTy MOOWUIBHBINA TenedoH. DTO camblii yAOOHBIH M OBICTPBIM CHOCOO
BOCCTAHOBUTBH JIOCTYI K cueTy. [lpuBs3aHHBIA TeneOH IOMOXKET, €ciu 3al0yaeni CBOU
TUTATEKHBIA AP0 UITU 3ai/IeIh Ha CAliT C HE3HAKOMOT'O YCTPOUCTBA;

2. Vcnone3yit ogHOpa3zoBbie mapoiu. [locne mepexoa Ha yCUIIEHHYIO aBTOPHU3AIMIO TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTh KPa)KH WITU TiepexBaTa MIaTeKHOTO MapoJis;

3. Boibepu cnoxHbli maposib. [IpectynHukaM OyeT He IPOCTO yraJaTh CIOXKHBINA MapoJb.
HanexHble maponu - 3TO Mapoju, KOTOpbIE COAEP)KaT He MeHee § 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIE U TPONUCHBbIE OYKBbI, HU(PHl U HECKOIbKO CHUMBOJIOB, TaKM€ KaK 3HaK JoJulapa,
(yHTa, BOCKJIMIIaTeNbHBIN 3HaK U T.11. Harpumep, $tROng!;;

4. He BBO/IM CBOM JTUYHBIC JJAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSCIIb.
ANeKTpOoHHas no4Ta

DNEKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEJOCTABISIEMBIE €10 YCIYTH MO MEPECBUIKE U
MOJTYYEHHUIO JJIEKTPOHHBIX COOOIICHUH, KOTOpPBHIE paCHpEAeNsioTCS B KOMIBIOTEPHOH CeTH.
OO6bIuHO 3JIEKTPOHHBIN MOYTOBBII STIUK BBITIISIUT CIIETYFOIIUM obpazom:
UMs_TIONb30BaTeNA(@HUMs_TOMEHa. Takke KpoMme Tepeadyd TMpPOCTOr0 TEKCTa, HWMeEEeTCs
BO3MOJKHOCTH TIepe/1aBaTh (hanibl.

OcHOBHBIE COBETHI 110 06€301acHoi paboTe ¢ IMEKTPOHHON TOUYTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN MOYTOBBIN cepBUC. B MHTEepHETE €CTh OrpOMHBIN BHIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4llle JOBEPSTh TEM, KOTO 3HAellb U KTO MEPBBIHA B
pPEUTHHTE;

2. He yka3pIBail B NMYHOM mouTe NUYHYyI0 MHpopmauuio. Hanmpumep, mydme BbIOparth



"My3bIKaIbHbIN _(aHaT@" uan "pok2013" BmecTo "Temal3";

3. Hcnonp3yil ABYXAITAIMHYIO aBTOPH3AIIMI0. ITO KOTJa MOMHUMO HapoJisi HY)KHO BBOJIHTH
KO/, IpUChLIaeMbIit 1o SMS;

4. BeiOepu CHIOXHBIA Tapodib. JIJIsi KaXAaoro MOYTOBOTO SIUKA JOJDKEH OBITh CBOM
HaJCKHBIM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecii ecTh BO3MOXKHOCTH HalucaTh CAMOMY CBOM JIMYHBIM BOIPOC, UCIOJB3YH 3Ty
BO3MOKHOCTB;

6. Hcrnonp3yid HECKOJIBKO ITOYTOBBIX SIIMKOB. IlepBbIA 11 4YacCTHOM NEPENUCKU C
aJpecatamMu, KOTOPHIM Thl JIOBEpsCIlb. DTO 3JEKTPOHHBIM aJpec HE HAJ0 HUCIOJIb30BaTh MpHU
peructpauuu Ha popymax U carax;

7. He oTKpbIBail (aiiiiel U Jpyrue BIOKEHUS B MHCbMaX, JJa)ke €CIIM OHU IPHUIILTH OT TBOUX
npys3eil. Jlydiie yTouHH y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (ailibl;

8. [lociie okoHyaHust pabOTHI HAa TOYTOBOM CEPBUCE TEPE]l 3aKPHITUEM BKJIAJKU C CAUTOM
He 3a0y/b HakaTh Ha "BeriiT".

Knb6epOynnuHr unu BupTyanbHoe nsgeBaTenbCTBO

KubepOynnuHr - npeciiejoBaHle COOOIIEHUSIMU, COACPKAIIUMU OCKOPOJIEHUS, arpeccuio,
3allyTUBAHKE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHUPOBAHME C MOMOIIBIO PA3IMYHBIX MHTEPHET-
CEPBHCOB.

OcHoBHBbIE COBETHI 110 00pbOE ¢ KHOEPOYIINHIOM:

1. He 6pocaiics B 60ii. Jlyummmii crioco0: mocoBeToBaThCs Kak ceOst BECTU U, €CIIU HET TOTO,
K KOMY MOXXHO OOpaTHThCS, TO BHayajJe YCIOKOUTHCS. EciM Tl HayHenb OTBEYaTh
OCKOpOIJIEHUSIMU Ha OCKOPOJICHHS, TO TOJBKO eI1le OOJbIIe pa30XiKelb KOHPIUKT;

2. Ypasinsii cBoeil kubeppernyTanuei;

3. AHOHMMHOCTHL B CETH MHHUMaA. CyIJ_ICCTBYIOT CITOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyMUTAHCKUI 00pa3 BUPTyaslbHOH >KuM3HU. VIHTepHET (UKCHpYyeT Bce
TBOU JICHCTBUS U COXPAHSACT UX. Y TAIUTh UX OyAET KpaitHe 3aTpyIHUTEIBHO;

5. Co0Gurosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbldi HeratuB. OIHOPA30BbIE OCKOPOUTENbHbIE COOOIIEHHUS JIydlle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaaIbHOU CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSMH, B COIMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIIECHUN C ONIPEICTICHHBIX aIPECOB;

8. Ecim Tl cBuzmerens kuOepOymiuHra. TBOM JEHCTBHUS: BBICTYNUTH IPOTUB
IIpecieioBaTeNs, MoKa3aTb €My, YTO €ro ACUCTBHs OLEHUBAIOTCA HETATUBHO, MOIIEPKATh
JKEPTBY, KOTOPOM HYXKHA IICUXOJOrHYECKas IIOMOIIb, COOOLIUTh B3pOCIBIM O (akTe
arpecCUBHOIO IOBEJEHUS B CETH.



Mo6unbHbIN TenedoH

CoBpemenHble cMapT(OHBI U TUIAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POCIbBIN (PYHKIIMOHA,
U Tenepb OHM MOT'YT KOHKYPHUPOBATh CO CTAallMOHAPHBIMHM KOMIbOTEpaMu. OJHAKO, CPEACTB
3alUTHI JIs1 TOJOOHBIX YCTPOMCTB MOKa O4eHb Mayio. TecTHpOBaHME U MOWCK YS3BHUMOCTEH B
HUX IPOMCXOJUT HEe Tak MHTeHCUBHO, kak A [IK, To xe camoe kacaercss U MOOMJIBHBIX
IIPUIIOKEHUN.

CoBpeMeHHbIC MOOHIIbHBIC Opay3epbl YK€ MPaKTHYECKH JOTHAIM HACTOJbHBIC aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAIA BIEYeT 3a COOO0H OOJNBIIYI0 CIIOXKHOCTh M MEHBIIYIO
3aIIUIIEHHOCTb.

Jlaneko He BCE MPOU3BOAUTENM BBITYCKAIOT OOHOBIICHHS, 3aKPBIBAIOLINE KPUTHUECKHUE
YSI3BUMOCTH JUIsl CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO Telle(hoHa:

Hudyero He sBasercs [Mo-HaCTOAIICMY OecIuIaTHBIM. By,HL OCTOPOIKCH, BCAb KOraa TeOE
npeajararoT OecIuIaTHBIN KOHTCHT, B HCM MOT'YT OBITH CKPBITBI KAKUC-TO IUIATHBIC YCIIYTU,

Hymaii, mpexze ueM oTnpaButb SMS, ¢orto uiu Buaeo. Thl TOYHO 3HACIIB, T1I€ OHH OyIyT
B KOHEYHOM HUTOTE?

Heo6x011M0 00HOBIIATE ONEPALIMIOHHYIO CUCTEMY TBOETO CMapT(HOHA;
Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 1151 MOOHMIIBHBIX TeNIe(OHOB;

He 3arpy>1<a171 MMPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHU MOI'YT COACPIKATH
BPC€AOHOCHOC NIPOTpaMMHOC O6CCHC‘ICHI/IC;

[Tocme Toro kak Thl BBIAJEIIb C caifTa, TAe BBOAMI JHUYHYI HHPOpMAIHUIO, 3alau B
HACTpPOUKH Opay3epa U ynainu cookies;

HepI/IOI[I/I‘leCKI/I HpOBepHﬁ, KaKHC IJIATHLIC YCIIYI'H aKTUBUPOBAHBI HA TBOCM HOMCPCE,

JlaBail cBoil HOMep MOOUIBHOrO TeneoHa TOJIBKO JIOASM, KOTOPBIX Thl 3HACLIb U KOMY
JIOBEpsICLIb;

Bluetooth momxen ObITH BBIKITIOUEH, KOTJa Thl UM HE TMOJb3yelibcs. He 3a0biBail nHOT 1A
MPOBEPSITH 3TO.

Online urpbl

CoBpeMeHHbIE OHJIAWH-UTPBl - 93TO KPAcCOUHbIE, 3aXBaThIBAIOLIUE pa3BJICUYCHUS,
00BEIMHSIONINE COTHHU THICSY YEJIOBEK MO BceMy MHpY. UTrpoku mccaeayroT JaHHBIA UM MHD,
00IIArOTCS APYT C APYTOM, BBIMOJHSIOT 3aJaHMsI, CPAKAIOTCA C MOHCTPAMH U MOTYYarOT OIBIT.
3a yJOBOJBCTBHE OHH IUIATAT: MOKYNAKOT JUCK, OIJIAYMBAIOT Aa0OHEMEHT WM TPUOOPETArOT
KaKHe-TO OIIINH.

Bce stm cpenctBa uayT Ha MONJEpPXKAHUE W pPa3BUTHUE WIPHl, a TaKXKe Ha caMmy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBl aBTOPH3AIlMM, BBIMYCKAIOTCS HOBBIE MMAaT4d
(dpoBBIC 3aTUTATKH JJIS TPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[OGHBIX HUrpax CTOUT OIlacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKu



TBOCTO MMapoJid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3ALIUU OOJIBIIIMHCTBA urp.
OCHOBHBIE COBETHI 0 0€30MAaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Eciim npyroii urpok Bener cedsl III0XO MM CO3/1aeT TeOe HEeNPHATHOCTH, 3a0JIOKUPYH
€ro B CIIUCKE UTPOKOB;

2. Ioxanyiics aIMUHUCTPATOPaM UIPbl Ha IJI0XO0E€ MOBEJEHUE ITOTO UTPOKA, KEIATEIBHO
HPUIIOKUTH KaKHe-TO JI0Ka3aTebCTBA B BUJIE CKPHUHOB;

3. He yka3piBaii THYHYI0 HHPOPMALIUIO B Ipodaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii Heo(uIIMaIbHBIC TTATYU ¥ MOJIBI;

6. Mcnionp3yii ClOKHBIE U pa3HbIe Mapoiiy;

7. Jlaxxe BO BpemMs WIPbl HE CTOMT OTKJIOYaTh aHTUBHpYyC. lloka Thl urpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uUTh.

PULINHT Unun Kpaxa NNYHbIX AaHHbIX

OObIYHON Kpakel JeHer M JOKYMEHTOB CErofgHsl YK€ HHUKOTO HE YIUBHUIIb, HO C
pPa3BUTHEM HMHTEPHET-TEXHOJOTUM 3JOYMBIIUICHHUKH TEPEMECTUIINCh B HMHTEPHET, H
MIPOJIOJDKAIOT 3aHUMATHCS " TFIOOUMBIM" J1ETIOM.

Tax mosBUiIach HOBas yrpo3a: WHTEPHET-MOILIEHHUYECTBA WIM (DUIIMHI, TJIaBHas LEJb
KOTOPOT'O COCTOMT B MOJYYEHMH KOH(PHIEHIMAIbHBIX MAHHBIX IOJIb30BaTeNeil - JOTMHOB H
naponeil. Ha anrimiickom s3bike phishing unraercs kak ¢umuHr (ot fishing - peiOHas jo0Bis,
password - maposb).

OcHOBHBIE COBETHI 110 O0pHOE € PUIIHMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecii Thl oJj03peBaeliib, 4To TBOS aHKEeTa Obljia B3JIOMaHa,
TO HEOOXOAUMO 3a0JI0KHPOBATh €€ U COOOLIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKOpee;

2. Ucnonw3yil 6e3omacHple BeO-CaliThl, B TOM YMCJIE, HHTEPHET-Mara3uHoOB U MOUCKOBBIX
CHUCTEM;

3. Wcnonp3yil CIOXKHBIE W pa3Hble Mapoid. TakuM oOpa3oMm, eciau TeOs B3JIOMAIoT, TO
3II0YMBIIIJICHHUKHU TOTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3oMalu, TO HEOOXOIUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
no6aBiieHbl y Te0s B IpY3bsIX, O TOM, YTO TeOs B3JIOMaJId U, BO3MOXHO, OT TBOETO UMEHU OyzeT
paccbuIaThCs CllaM M CChUIKU Ha (PUIIMHTOBbIE CaliThI;

5. YcranoBu HazexHbIi napons (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKJIIOYM COXpaHEHHUE Maposis B Opaysepe;

7. He oTKpbIBail (aiinel U Jpyrue BIOKEHUS B MHUCbMaX, Ja)ke €CIIM OHU IPUIILTH OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe T (aiiibl.



Lucdposas penyrauus

[udposas penyranust - 3TO HETaTHUBHAs WM MO3UTHBHAs WHQpOpMAIMsi B CETH O TeOe.
Komnpomerupyromas uHpopmanus, pasMelleHHas B MHTEPHETE, MOKET Cephe3HbIM 00pa3oM
OTpa3uThbCs Ha TBOEH peanbHOU Xu3HU. "Lludposas pemyramus” - 370 TBOW UMUK, KOTOPBIHA
dbopmupyeTcst u3 HHPOPMAILMK O TeOe B MHTEPHETE.

TBoe MecTo XKHUTeNbCTBA, y4eObl, TBOE (PHHAHCOBOE IOJIOKEHHUE, 0COOEHHOCTH XapakTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue MmoapOCTKH JISTKOMBICIEHHO OTHOCSTCA K MyONMKAalWW JMYHONH HH(OpMAaIUH B
HuTepHeTe, HE MOHUMAas BO3MOXKHBIX MOCIEACTBUM. ThI 1ake HE CMOXKEIIb JOrafarbes O TOM,
4yro (poTorpadus, pazmenieHHas 5 JeT Ha3ad, CTaja MPUYMHON 0TKa3a IPUHATH TeOs Ha paboTy.

KommeHTapuu, pa3menieHue TBoux ¢ororpaduii u Apyrue ASUCTBUS MOTYT HE UCUE3HYTh
JaKe MOCJIe TOTO, KaK Thl HX yJAIHIIb. ThI HE 3HACIIb, KTO COXPAHIII 3Ty WH(pOpMaIHIO, ITonaa
J¥ OHAa B IMOKWCKOBBIC CHCTEMbl M COXPaHWIACh JM OHA, a TJaBHOE: YTO MOAYMAKT O Tebe
OKPYKAIOIIHE JIFOJIA, KOTOPhIC HAWIYT W YBHIAT 3T0. HailTh WHQPOpPMAIMIO MHOTO JIET CITYCTS
CMOJET JII000H - Kak U3 J0OphIX MOOYKIEHHH, TaK U C HAMEPEHHEM MNPUYHHHUTH Bpel. ITO
MOJKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETEHI I10 3alIUTC I.IH(l)pOBOfI penyranuu:

1. Ilonymaii, mpexxae yeM uTO-TO INYOJMKOBaTh U IepenaBaTh y ceds B Ojore uiu B
COLMAJIBHOMN CeTH;

2. B HacTpoiikax nmpoduis ycTaHOBU OTpaHUYEHHUs HAa MPOCMOTP TBOETrO MpOouis U €ro
COJIEP’)KUMOT0, CIIENal ero TOJIbKO "Il Ipy3en";

3. He pa3memaii u He ykaspiBaili MH(OpMAIIHUIO, KOTOpask MOXKET KOTro-IM00 OCKOpOJISTH
WA OOMKaTh.

ABTOpCKOe npaBo

CoBpeMeHHbIe MIKOJIBHUKH - aKTUBHBIE MOJIb30BaTENN U(poBOro npoctpaHcTsa. OgHaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMHU BO3MOXKHOCTSIMHU LU(POBOro Mupa Tpedyer
cOOJIIOJIEHHS TTPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMun "WHTEUIEKTyalbHasi COOCTBEHHOCTH" OTHOCHUTCS K pa3IMYHBIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETeHUH 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha TMPOJIYKTHl M YCIAyrd, W 3aKaHyuBas KHUramu, Qororpagusmu, KUHOQWIBMAMHU U
MY3bIKaJIbHBIMH IPOU3BEICHUSIMMU.

ABTOpCKHE TpaBa - 3TO MpaBa HA MHTEIUIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BENICHUS
HayKH, JIMTEPATYpPbl U UCKyCcCTBA. ABTOPCKHUE IIpaBa BHICTYNAIOT B KAYECTBE FapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPyA aBTOpa He Oy/leT HampacHbBIM, JAAacT €My CIIpaBeIUBbIE
BO3MOXHOCTH 3apa0o0TaTh Ha pe3ysibTaTax CBOEro TPyia, NOJYYUTh U3BECTHOCTh U NMPHU3HAHUE.
Huxkto 6e3 pa3penieHns aBTopa He MOXKET BOCIIPOU3BOIMUTD €r0 MIPOU3BEIEHUE, PACIIPOCTPAHATD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MpPOAABATH, HMMIIOPTHPOBATH, IyCKaThb B MpPOKaT, MyOJIUYHO
UCIIOJIHSAT, MIOKa3bIBATh/UCIIONIHATE B Adupe Win pa3Meniatsh B UHTepHere.

Hcnonp3oBanue "MUpaTcKoro" mporpaMMHOIO OOECIIEUEeHUsI MOXKET MPHBECTH K MHOTUM
pHCKaM: OT MOTEpPH [IaHHBIX K TBOMM AaKKayHTaM [0 OJIOKMPOBKHM TBOErO YCTPOMCTBA, Il
yCTaHOBJICHA HeJleraybHas mporpaMma. He cTOUT Taxke 3a0bIBaTh, UTO CYIECTBYIOT JIETaIbHBIC



U OecriaTHBIE IPOTPaMMBbl, KOTOPBIE MOXKHO HAWTH B CETH.
O nopTane

CereBnuok.p - TBOH TJaBHBIH COBETYMK B CETH. 3J€Chb Thl MOXEIIb Y3HaThb O
0€30MacHOCTH B CETU MOHATHBIM U JIOCTYIHBIM SI3BIKOM, a MPU BO3HHUKHOBEHHM KPUTHYECKOI
CUTyallud OOpaTUTHCS 32 COBETOM. A TaKKe MPHUHATh y4acTUE B KOHKYpCaX M CTaTh CaMbIM
U (POBBIM TpakIaHUHOM !



